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The Minnesota Government Data Practices Act 

Section 1: 



DEFINITIONS: PUBLIC, PRIVATE AND 
CONFIDENTIAL DATA 

The Minnesota Government Data Practices Act, Minn. Stat. 
§ 13.01, et seq., applies to all state agencies, political 
subdivisions and statewide systems and regulates the 
collection, creation, storage, maintenance, dissemination 
and access to government data.  The public policy behind 
the Act is to provide the public with access to data that is 
the basis for, and the product of, governmental decisions.  
Accordingly, government data is presumed to be 
accessible by the public for inspection and copying unless 
it falls within an exception to the Act created by state or 
federal law or regulation.  Minn. Stat. § 13.01; see also 
Minn. Stat. § 13.03, subd. 1.   

 



Government Data in General 

 Government data is defined as all data collected, 
created, received, maintained or disseminated by 
any state agency, political subdivision, or statewide 
system regardless of  its physical form, storage media, 
or conditions of use.  Some of the classifications are 
not public data, data not on individuals, protected 
nonpublic data, nonpublic data, and summary data. 
 



 In order to be a government record under Minn. Stat. § 
138.17, the data or information must be created or 
received in connection with the transaction of  public 
business. 
 

 In order to be data under MGDPA, the information must 
be recorded in some form.  Unrecorded mental 
impressions of a public employee are not government 
data.  Keezer v. Spickard, 493 N.W.2d 614 (Minn. 
App. 1992); see also Minn. Rules, Part 1205.0200, 
subp. 4. 
 
 



Public, Private and Confidential Data 

 “Private data on individuals” is defined as data 
as to which the public is denied access by a state or 
federal law or regulation, but which is accessible to 
the subject of the data.  Minn. Stat. § 13.02, subd. 
12.  
 Data on individuals is all government data in which an 

individual is or can be identified as the subject of that 
data, unless the appearance of the data can be clearly 
shown to be incidental.  See Seeber v. Weiers, 2004 
WL 2283480 (Minn. App.) 

 



 “Confidential data on individuals” is defined as 
data made not public by state or federal law and 
as to which the subject of the data is also denied 
access.  Minn. Stat. § 13.02, subd. 3; see also Minn. 
Rules, Part 1205.0200, subp. 3. 
 



 “Public data on individuals” is defined as data 
which the public may access because no state or 
federal law or regulation denies such access.  Minn. 
Stat. § 13.02, subd. 15.  



Types of Data 

 There are numerous definitions of particular types 
of data under the Government Data Practices Act. 
Data must be categorized so that it can be 
determined whether it is public, private, or 
confidential. Most data issues arising in the County 
human resources context involve personnel data and 
civil investigative data. 



Public Personnel Data  

 All personnel data that is not specifically classified 
as public is private or confidential. Therefore, if it 
is not listed in one of the categories listed below. A 
municipality may not release information. 

 Many forms of employee information are public 
data. Minn. Stat. § 13.43. Public data is data that is 
readily accessible to the public. The following 
categories of personnel data are public: 



 Personal Information: name, education and training 
background, and previous work experience. 

 Compensation-related Information: actual gross 
salary, salary range, contract fees, actual gross pension, 
value and nature of employer pair fringe benefits, the 
basis for and the amount of any added remuneration, 
in addition to salary, and payroll time sheets or other 
comparable data that are only used to account for the 
employee’s work time for payroll purposes, except to 
the extent that the release of time sheets would reveal 
the employee’s reasons for use of sick or other medical 
leave or other non-public data. 



 Work and Performance Information: Job title, job description, 
bargaining unity, date of first and last employment, work-related 
continuing education, existence and status of any complaints or 
charges against the employee, whether or not the complaint or 
charge resulted in disciplinary action. (Note: This only means that the 
municipality can state that a complaint charge has been made. It 
does not mean that it can state what the complaint was about), the 
final disposition of any disciplinary action together with the specific 
reasons for the action and data documenting the basis of the action, 
excluding data that would identify confidential sources who are 
employees of the employer, the terms of any relationship including a 
buyout agreement. (Note: If the agreement includes the payment of 
more than $10,000.00 of public money, the agreement must specify 
the reason for the agreement), work location, work telephone 
number, badge number and honors and awards received. 



 Data regarding complaints and discipline actions 
involving “public officials” also become public if the 
official resigns while a complaint of discipline is 
pending or if claims are released as part of a 
resignation agreement. Most relevant to counties, the 
term “public official” includes the chief administrative 
officer of the County and all employees required to be 
identified under Section 471.701(three highest paid 
employees in a County having more than 15,000 
residents) 



 Employment Applicant 
Data: Veteran status, 
relevant test scores, rank 
on eligible list, job 
history, education and 
training, work 
availability, and names 
of “finalist” applicants 
(one who has been 
selected to be 
interviewed for the 
opening) 
 



Private Personnel Data 

 All data not specifically listed as public data under 
Section 13.43 which is maintained because an 
individual is or was an employee of a governmental 
entity is private data. This includes: 
 Workers’ Compensation Data: Workers’ compensation 

information in the hands of a public employer is private 
data and should be handled as such. See Minn. Stat. § 
176.138. Much of the information can also be 
characterized as medical or health data. Many 
governmental entities maintain a separate file strictly for 
information relative to workers’ compensation claims. 



 Testing Information 
 Pre-employment Testing (Non-Physical) 
 It is common to require certain employees to submit to pre-
 employment testing in the form of civil service or merit testing. The 
 law provides that relevant test scores and rank on an eligible list 
 are public data. Additional pre-employment testing data should 
 be treated as protected under the law. See Minn. Stat. § 13.43. 
 
 Completed versions of the personnel examinations themselves shall 

be accessible to the individual who completed the examination 
unless the municipality determines that access would compromise 
the objectivity, fairness or integrity of the examination process. A 
municipality cannot be required to provide copies of the 
completed examinations or answer keys to an individual who has 
completed an examination. See Minn. Stat. § 13.34. 



 Drug and Alcohol Testing:  
Minnesota Law 
 In Minnesota, drug and alcohol testing is regulation by Minnesota 

Statutes sections 181.950-181.957. Although drug and alcohol 
testing data must be maintained as private information, the law 
does provide certain circumstances in which release of the data is 
permissible. These circumstances are as follows: 
 Disclosure in grievance arbitrations, administrative hearings and 

judicial proceedings 
 Release to the federal government as required by federal law or 

compliance requirements of a federal government contract 
 Disclosures to a substance abuse treatment facility for purposes of 

the evaluation or treatment of the employee 



 
 

 Drug and alcohol testing 
data may not be used as 
evidence in a criminal action 
against an employee or an 
applicant. See Minn. Stat. § 
181.954. 

 



 
 

 Performance 
Evaluations:  
 A performance 

evaluation is private 
data on an employee. 



 
 Disciplinary Data:  
 Disciplinary Data must be dealt with very carefully 

by the governmental entity. The Act is very specific 
about its treatment. 



 Public personnel data under the Act includes information relating 
to the existence and status of any complaints or charges against 
the employee, regardless of whether the complaint or charge 
resulted in a disciplinary action. The meaning of “existence” and 
“status” is interpreted very strictly. 

 “Existence” and “status” does not permit the release of any 
information regarding the nature of an employee’s misconduct or 
the type of discipline imposed. It is not until the disciplinary action 
reaches “final disposition,” that the result if the action, together 
with the specific reasons for the action and data documenting the 
basis of the action, excluding data that would identify confidential 
sources who are employees of the public body, becomes public 
data. With multiple layers of appeal, however, it is often difficult 
to determine when a disciplinary action has been finalized. 



 According to the Act, final disposition: occurs when the governmental body 
makes its final decision about the disciplinary action, regardless if the possibility 
of any later proceedings or court proceedings. Only a few exceptions modify 
this general rule, namely that: 
 1. Unionized employees with the right to grieve the action through arbitrations do not 

face final disposition until the conclusion of arbitration within the contract’s timelines. 
 2. A resignation by the employee after the final decision of the government body or 

arbitrator triggers final disposition. 
 3. “Public officials” reach “final disposition” upon completion of an investigation of a 

complaint or charge against them. Further, if such a public official resigns or is 
terminated from employment while the complaint or charge are public, unless access to 
the data would jeopardize an active investigation or reveal confidential sources. 

 Minn. Stat. § 13.43; See Communities United Against Police Brutality v. City of 
Minneapolis, 2010 WL 2035961 (Minn. App. May 25, 2010); See also Navarre 
v. South Washington County Schools, 652 N.W.2d 9 (Minn. 2002); Deli v. 
Hasselmo, 542 N.W.2d 649 (Minn. App. 1996); Unke v. ISD 147, Dilworth, 510 
N.W.2d 271 (Minn. App. 1994) 

  



 Health and Medical Data: 
Other Statutes also affect the manner in which personnel 

health and medical data is maintained. The Minnesota 
Human Rights Act (MHRA) requires that information obtained 
regarding the medical condition or history of a job 
applicant or employee be maintained in separate files and 
treated as a “confidential” medical record. Minn. Stat. § 
363A.20, subd. 8.  

 A similar requirement is found in the Americans with 
Disabilities Act (ADA), 29 CFR § 1630.14(c). 
 This use of the word “confidential” should not be understood in 

the same manner as under the MGDPA. 



 Under the MGDPA, confidential data is not even accessible by 
the subject of the data. It does not appear that the MHRA or the 
ADA intended to prevent access to health and medical data by 
the subject of the data. Therefore, such data is best treated as 
private data under the MGDPA. 



 Employee Assistance 
Data/Peer Counseling 
Debriefing:  
 All data created, 

collected, or 
maintained to 
administer an employee 
assistance program is 
private. In addition, all 
“peer counseling 
debriefing” data is 
private. 



 In addition, all “peer 
counseling debriefing” 
data is private. “peer 
counseling debriefing” is 
defined as a group 
process debriefing session 
for public safety 
emergency employees 
(firefighters, police 
officers, ect.) to help an 
employee who has 
suffered an occupation-
related traumatic event. 
See Minn. Stat. § 13.43, 
subds. 7 and 9. 

 



 Hypothetical: An employee has gone through peer 
counseling. Members of the peer counseling debriefing go 
back to the department and discuss with other co-workers 
how the employee is coping with the traumatic situation. Is 
this a violation of the MGDPA?  



 Harassment Data: When allegations of harassment 
(sexual or otherwise) are made against an employee, 
the employer may exercise its discretion to restrict 
access to harassment data. Specifically, the accused 
employee is not entitled to have access to data that 
would identify the complainant or other witnessed if the 
municipality determines that access would: 
 Threaten the personal safety of the complainant or witness, 

or 
 Subject the complainant or witness to harassment. 

 



 If a disciplinary 
proceeding is initiated 
against the accused 
employee, data on the 
complainant and the 
witnesses shall be made 
available to the 
employee as may be 
necessary for the 
accused employee to 
prepare for the 
proceeding. See Minn. 
Stat. § 13.43, subd. 8. 



 Civil Investigative Data: 
 Data gathered for the purpose of the commencement or 

defense of a pending civil legal action, or which are 
retained in anticipation of a pending civil legal action. Are 
classified as protected nonpublic data in the case of data 
not on individuals and as confidential information in the case 
of data on individuals. See Minn. Stat. § 13.39; see also 
Westrom v. Minn. Dept. of Labor and Industry, 686 N.W.2d 
27, (Minn. 2004); see also St. Peter Herald v. City of St. 
Peter, 496 N.W.2d 812 (Minn. 1993). 



 Other Types of Data: 
 Although personnel data 

and civil investigative 
data are the two types of 
data most likely to 
become an issue in the 
human resources context, 
counties should be aware 
that the MGDPA contains 
specific provisions 
regarding other types of 
data, including: 

 



 1. General nonpublic data (Minn. Stat. § 13.37); 
 This category includes labor relations information (management 

positions on economic and noneconomic items) that have not been 
presented during a collective bargaining process. Such data are 
private.  

 This also includes trade secret information (private data on 
individuals), and data which, if disclosed, could substantially 
jeopardize the security of information, possessions, individuals, or 
property against theft, tempering, improper use, attempted 
escape, illegal disclosure, trespass, or physical injury (private 
security information). 



 2. Health data (Minn. Stat. § 13.3805); 
 3. Library data (Minn. Stat. § 13.40); 
 4. Medical data (Minn. Stat. § 13.384); 
 5. Welfare data (Minn. Stat. § 13.46); 
 6. Comprehensive law enforcement data (Minn. Stat. § 

13.82); 
 7. Medical examiner data (Minn. Stat. § 13.83); 
 8. Court services data (Minn. Stat. § 13.84); and 
 9. Corrections and detention data (Minn. Stat. § 13.85) 



 Practice Tip: 
Whether data is public, private 

or confidential depends on the 
content of the data and, the 
purpose or reason for which it 
was collected or received by 
the County. If you have any 
doubts as to whether certain 
data can be disclosed to a 
particular individual, we 
recommend that you consult 
with your County Attorney 
before releasing the data. 



COLLECTING AND ACCESS TO DATA 

The Responsible Authority. 
 Current requirements for the appointment of a 

responsible authority. 
 Defined:  “The individual designated by the governing 

body…as the individual responsible for the collection, 
use, and dissemination of any set of data on 
individuals, government data, or summary data…”  
Minn. Stat. § 13.02, subd. 16. 
 



 Unless another person is designated, the responsible 
authority is: “for counties, the county coordinator or 
administrator. If the county does not employ a 
coordinator or administrator, the responsible authority 
is the county auditor.” Subd. 16(b)(1). 

 The responsible authority for a local social services 
agency, human services board, or community mental 
health center board is the chair of the board. Minn. 
Stat. § 13.46 Subd. 10(3). 



 The obligation to establish and publish procedures for 
responding to requests for access to data (Minn. Stat. § 
13.03, subd. 2), for actually responding to requests for 
access to data (Minn. Stat. § 13.03, subd. 3) and for 
responding to challenges to the accuracy or 
completeness of data (Minn. Stat. § 13.04, subd. 4) has 
been statutorily assigned to the responsible authority or 
his/her designee.   
 



 Each municipality is required to appoint a responsible 
authority.  See Minn. Rule Ch. 1205. 

 



 Practice Tip: 
 The Office of Administrative Hearings has opined that merely 

designating a position to act as the responsible authority is insufficient. 
Instead, the County should identify the particular individual who acts as 
the responsible authority by name, position, and (work) address. If the 
county wishes to have different responsible authorities for different 
types of data requests, each individual should be identified, including 
the types of data requests for which each is responsible. 

Authority 
Figure! 



Data Practices Compliance Official.  
Minn. Stat. § 13.05, subd. 13 

 Every responsible authority is required to appoint or 
designate an employee to serve as its data practices 
compliance official. 

  
 This person is designated as the representative to whom 

persons may direct questions or concerns regarding 
obtaining access to data or other data practices 
problems. 

  
 The responsible authority may also be designated as 

the Data Practices Compliance Official. 
 



Data on Individuals 

All individuals have the right to know 
what kind of data an agency 
maintains regarding them, and have 
the right to access the data and 
contest its accuracy or completeness.  
Minn. Stat. § 13.04. 
 



 The definition of “individual” includes a parent or 
guardian, or one acting as a parent or guardian in 
the absence of a parent or guardian, where the 
subject of the data is a minor or a person adjudged 
mentally incompetent. This means that the parent of 
a minor shares with the minor his/her right of access 
to all government data concerning the minor.  Minn. 
Stat. § 13.02, subd. 8.  
 



“Data” must be “recorded” in some format 
for it to become government data. 

 In Keezer v. Spickard, 493 N.W.2d 614 (Minn. App. 
1992), a plaintiff sued a county for releasing 
private data about him.  He did not recover on his 
claim because the information had never actually 
been recorded and so never became government 
data.  The mere fact that government employees 
had heard or were aware of the information did 
not cause it to become government data.  



 Once recorded, however, data 
becomes government data 
regardless of its physical form, 
storage media or the conditions 
of its use.  Minn. Stat. § 13.02, 
subd. 7; see also Minn. Rules, 
Part 1205.0200, subp. 4. 
 



 The Minnesota Supreme Court recognized the Keezer 
holding in Navarre v. South Washington County Schools, 
652 N.W.2d 9 (Minn. 2002), finding that because an 
individual's mental impressions cannot be inspected or 
copied, it follows that they do not constitute government 
data."  Id. at 25.  However, the Court also held that 
“…the disclosure of mental impressions derived directly 
from personnel data recorded in some physical form or 
storage media, or derived directly from complaints or 
charges against the employee, is private data on 
individuals. 
 



 In order to be a government record under Minn. 
Stat. § 138.17, (the Records Retention Act) the data 
or information must be created or received in 
connection with the transaction of public business. 

 



 Limitations on Collection and Use of Data: 
 Private or confidential data may be used and disseminated 

to individuals or agencies specifically authorized access to 
that data by state, local, or federal law. Minn. Rule 
1205.0400 provides that such data may be accessed by 
those within the entity whose work assignments reasonably 
require access. 

 Private or confidential data on an individual may not be 
collected, stored used, or disseminated by political 
subdivision for any purposes except those stated to the 
individual at the time of collection, in accordance with 
Section 13.04, with certain limited exceptions. 



 Tennessen warning or right to know: 
 Section 13.04, subdivision 2 provides that a person asked to 

provide a political subdivision with private or confidential data 
must be informed of the following at the time of or prior to the 
collection of the data: 
 The purpose and intended use of the data requested; 
 Whether the individual may refuse to supply or is legally 

obligated to supply the data; 
 Any known consequence of supplying or not supplying the 

data; and 
 The identity of other persons or entities authorized by state 

or federal law to receive the data. See discussion below at 
4, regarding Tennessen warnings to employees. 



 Case Law on Tennessen Warnings 
 At one time, it was though by attorneys representing government 

entities that Tennessen warnings needed to be given to employees 
under any and all circumstances when they were being 
interviewed. Case law over the last two decades has changed 
that viewpoint, and made it questionable the circumstances under 
which such warnings need to be given. In Edina Educations Ass’n v. 
Board of Independent School District No. 273, 562 N.W.2d 306 
(Minn. App. 1997), the Court held that a Tennessen warning was 
unnecessary during an investigation, as a public employee’s 
description of an incident that occurred during the course and 
scope of employment was not private data. See also Washington 
v. ISD 625, 590 N.W.2d 655 (Minn. App. 1999); Kobluk v. 
University of Minnesota, 613 N.W.2d 425 (Minn. App. 2000). 



 Best Practice: 
 Even Though it may not be mandatory to issue a Tennessen 

Warning during Investigations, it is still the best practice to do so. 
Administering a Tennessen Warning cuts down on potential 
arguments in the event that the discipline is challenged or that the 
employee/union brings a collateral claim alleging violation of 
the employee’s MGDPA rights. 



 Practice Tip: As discussed above, we 
now also recommend that County 
personnel policies include a 
comprehensive Tennessen Warning 
detailing the broad categories of 
uses to which data collected by 
employees may be put. Including 
such language cuts down on the 
potential for challenges to the 
County’s attempts to verify 
information for purposes of 
administering leave policies, 
conducting employment reviews, or 
other business activities that require 
input from individual County 
employees. 



 

 

 Private or confidential data 
on an individual may be 
discussed at a meeting 
open to the public to the 
extent provided in section 
13D.05 of the Open 
Meeting Law. 

 



Right to Access by an Individual Who is 
the Subject of Government Data 

 An individual has the right to be informed whether 
he/she is the subject of stored data on individuals 
and whether the data are classified as public, 
private or confidential. The subject of the data also 
has the right to be shown the stored public or 
private data and to be informed of its meaning, 
upon request.  Minn. Stat. § 13.04, subd. 3.  Upon 
request, the individual subject has a right to receive 
copies of the data from the responsible authority.  
 



 A municipality may charge for actual costs for 
making and certifying copies; see Minn. Stat. § 
13.04, subd. 3. 
 

 Compliance with such a request is to be immediate, 
although it may be extended up to ten days, 
excluding Saturdays, Sundays and legal holidays, if 
immediate compliance is not possible.  Minn. Stat. § 
13.04, subd. 3. 
 



 Data maintained in a computer storage medium 
must be provided in an electronic form if so 
requested.  However, there is no requirement that 
data be provided in a format or program different 
from the format or program in which it is maintained 
by the government entity.  Minn. Stat. § 13.03, 
subd. 3(e).  See Advisory Op. No. 01-027. 
 



Accessing Private Data on Individuals 

 Consent. 
 If the individual subject of data gives prior informed 

consent, the responsible authority may make access to 
the private data available to members of the public.  
Minn. Stat. § 13.05, subd. 4. 
 



 Court order. 
 A party seeking access 

to government data 
may bring before a 
presiding judicial 
officer, arbitrator, or 
administrative law 
judge an action to 
compel discovery.  
Minn. Stat. § 13.03, 
subd. 6.  

 



Accessing Public Data 

 Minn. Stat. § 13.03, subd. 3, provides that a 
responsible authority shall allow persons to inspect 
and copy public government data at reasonable 
times and places.  Responses to requests for public 
data are to be made within a reasonable amount 
of time, which will vary under the circumstances.  
Minn. Stat. § 13.03, subd. 1 & 3(c); Minn. R. 
1205.0300.  



 There are several advisory opinions of the Office of 
Administration that deal with this issue.  The main theme 
of those opinions could be stated as follows: 

  
 The entity should respond promptly with a time estimate as 

to when the data will be ready; 
 The entity should give the individual requesting the data the 

opportunity to review data when some, but not all, is ready; 
and 

 The time for responding must reasonably relate to the 
amount of data requested. 

 



 “The responsible authority in every government 
entity shall keep records containing government 
data in such an arrangement and condition as to 
make them easily accessible for convenient use.”  
Minn. Stat. § 13.03, subd. 1.  
 



 Except where specifically authorized by statute, a 
municipality may not require persons to identify 
themselves, state a reason for or justify a request for 
access to public data.  Minn. Stat. § 13.05, subd. 12. 

 
 Identifying data or clarifying information can only be 

requested in order to facilitate access to the requested 
data.   
 

 This provision does not limit a municipality’s power to require 
identification as a precondition to examining private data. 

 



 The responsible authority may charge a reasonable 
fee for the actual costs of providing copies of 
public data.  Minn. Stat. § 13.03.  Under the Data 
Practices Act, responsible authorities are to establish 
a fee schedule which should be available to the 
public upon request.  These charges can include the 
following: 
 



 The cost of materials, including paper, used to provide the 
copies; 

 The cost of labor required to prepare the copies; 
 Any schedule of standard copying charges as established 

by the agency in its normal course of operation. 
 Any special costs necessary to produce such copies from 

machine based record keeping systems including, but not 
limited to, computers and microfilm systems; and 

 Mailing costs. 
 For 100 or fewer pages of black and white, letter or 

legal size paper copies the entity may charge no more 
than 25 cents for each page copied. 
 



Accessing Data Held by Private Entities 

 Minn. Stat. § 13.05, subd. 11, provides that if a 
government entity enters into a contract with a 
private person to perform any of its functions, that 
the government entity makes it clear in the contract 
terms that all of the data created, collected, 
received, stored, maintained or disseminated by the 
private person in performing those functions is 
subject to the requirements of Chapter 13, and that 
the private person must comply with those 
requirements as if it were a government entity. 



 The remedies in Section 13.08 apply to the private 
person under this section.  When the government 
entity does not have data maintained by the 
private person in performing the functions that are 
the subject of the contract, the private person may 
have a duty to provide access to public data to the 
same extent that the government entity would if the 
data were held by the government entity.  See 
WDSI, Inc. v. Steele County, 672 N.W.2d 617 
(Minn. App. 2003), for a discussion of the operation 
of this provision of the statute. 
 



 Under Minn. Stat. § 
13.08, subd. 1, a 
political subdivision, 
statewide system 
and/or responsible 
authority is liable to a 
person who suffers any 
damages due to a 
violation of the MGDPA.  
That liability covers 
damages sustained, plus 
costs and reasonable 
attorneys’ fees.   
 



 See Navarre v. South Washington County Schools, 652 
N.W.2d 9 (Minn. 2002). A “willful violation” can result in 
punitive damages of from $1,000,00 to $15,000.00 for 
each violation. An individual may bring an action against 
the entity to compel compliance with the MGDPA by any 
public employee also constitutes just cause for suspension 
without pay or dismissal of the public employee. Minn. Stat. 
§ 13.09. 
 As set forth in Section 13.005, subdivision 1, “unauthorized 

acquisition” means that a person had obtained, accessed, or 
viewed government data without the informed consent of the 
individuals who are the subjects of the data or statutory authority 
and with the intent to use the data for nongovernmental purposes. 



 The statute does not mandate an award of attorney’s 
fees. A district court has discretion. Star Tribune v. City 
of St. Paul, 660 N.W.2d 821 (Minn. App. 2003) 

 See Clearwater v. ISD No. 166, 2001 WL 1155706 
(Minn. App) for a discussion of proof of damages “as a 
result of the violation” as an element of the claim. 

 See Walker v. Scott County, 518 N.W.2d 76 Minn. 
App. 1994) for a discussion of what constitutes data, 
and a consideration of whether the wrongful release of 
information will always be actionable against 
municipality.  



 Minnesota has recognized a common law action for 
invasion of privacy.  Lake v. Wal-Mart Stores, Inc., 582 
N.W.2d 231 (Minn. 1998). 

 
 Publication of private facts is an invasion of privacy when 

one gives publicity to a matter concerning the private life of 
another if the matter publicized is of a kind that would be 
highly offensive to a reasonable person, and is not of 
legitimate concern to the public. 

  
 



 Challenging the Accuracy and Completeness of Data 
 Pursuant to Minnesota Statues section 13.04, subdivision 4, 

an individual subject of data “may contest the accuracy or 
completeness of public or private data.” To exercise this 
right, the individual (which includes employees) shall first 
submit the challenge in writing to the responsible authority. 
If the individual is not satisfied with the determination of the 
responsible authority, he or she may appeal the 
determination to the Minnesota Department of 
Administration. A recent Minnesota Supreme Court decision 
gives new insight into how far this right to appeal extends. 



 Schwanke v. Minnesota Department of Administration, 851 
N.W.2d 591 (Minn. 2014) 
 Facts: On 2012, the Steele County Chief Deputy Sheriff 

evaluated the performance of one of Steele County’s Sergeants, 
Todd Schwanke. The Chief Deputy used a written evaluation form 
that listed standardized criteria on which to evaluate officers. The 
evaluation form asked for a review of the officer’s performance 
on 23 different criteria. If the reviewer lacked information, or id 
certain criteria were not applicable, the reviewer could indicate 
that he or he was not providing a rating. The evaluation form also 
had space for the reviewer to include explanatory comments on 
each of the criteria. With regard to Sergeant Schwanke, the Chief 
Deputy evaluated on most of the criteria and commented on all 
but one of those ratings. 



 Sergeant Schwanke disagreed with parts of the Chief 
Deputy’s evaluation of him, and wrote a letter to Steele 
County detailing the basis for his disagreement.  In his 
letter, Sergeant Schwanke disputed the Chief Deputy’s 
comments and ratings on several of the criteria 
evaluated, and also disputed the Chief Deputy’s refusal 
to provide ratings on other criteria.  Schwanke asked 
the County to correct each of the items he disagreed 
with.  The Steele County Sheriff concluded that the 
evaluation was accurate and complete, and declined to 
make any changes to it.   

 



 Sergeant Schwanke subsequently filed an appeal with the 
Minnesota Department of Administration (“Department”) by 
submitting a statement regarding why he disagreed with 
parts of the evaluation.  Schwanke also submitted additional 
documentation and evidence in support of his position that 
went beyond what he had previously submitted in his letter 
to the County.  The Department refused to accept the 
appeal, asserting that a challenge under the MGDPA was 
not the proper vehicle for a public employee to dispute a 
performance evaluation.  Schwanke appealed the 
Department’s decision to the Minnesota Court of Appeals 
and the Court of Appeals reversed the Department’s 
decision.  The Department subsequently petitioned the 
Minnesota Supreme Court for review.     



 Issues:   
 (1) Are employees permitted to challenge the accuracy and 

completeness of performance evaluations under the 
Minnesota Government Data Practices Act?   

 (2) May an employee present new evidence to the 
Department when appealing the determination of the 
responsible authority under Section 13.04, subdivision 4?  

 (3) Is the Department permitted to summarily dismiss an 
employee’s challenge under Section 13.04, subdivision 4?   

 



Hypothetical: Data Security 

Supervisor is working on performance evaluations of 
employees.  She takes notes and collects examples of 
work performance.  She also downloads information from 
her work computer onto a thumb drive, including 
information on how certain employees have been 
performing, their attendance, complaints, information from 
mentors and prior evaluations in order to work on the 
evaluations at home over the weekend.  She uses this 
information on her home computer.  
 
 What are the legal implications? 
 



 Holding:  In its August 6, 2014 decision, the Minnesota 
Supreme Court affirmed the Court of Appeals’ decision and 
remanded the matter back to the Department.  With regard 
to the first issue, the Court held that the employee was 
permitted to challenge the accuracy and completeness of his 
performance evaluation under the MGDPA.  
  The Court reasoned that some of Schwanke’s challenges to his 

performance evaluation contested the accuracy or completeness 
of falsifiable statements, which were open to challenge under the 
MGDPA.  The Court did assert that “mere dissatisfaction with a 
subjective judgment or opinion cannot support a challenge under 
the Data Practices Act.”  However, if an opinion is based on 
specific examples, an individual is allowed to challenge the facts 
and circumstances of those examples.       

 



 With regard to the second issue, the Court held that, while 
Schwanke’s right to appeal was limited to any determinations 
made by the Sheriff (and he could not appeal items he had not 
previously contested in his letter to the County), Schwanke could 
rely on new evidence in his appeal of issues previously contested.  
In other words, an appeal to the Department under Section 
13.04, subdivision 4, is not limited to the evidence disclosed prior 
to the appeal.         

 Lastly, with regard to the third issue, the Court held that the 
Department was not permitted to summarily dismiss Schwanke’s 
appeal.  The Court pointed to what it referred to as the directive 
in Section 13.04, subdivision 4, to conduct the appeal “‘pursuant 
to’ the [Administrative Procedures Act’s] detailed and mandatory 
contested-case provisions.”           
 



Records Retention and Electronic Data 

Section 2: 



Accessing Data:  
Notice to Employees of Lack of Privacy 

 Are employees clearly on notice that you can search 
their computers and electronic files, including their 
emails and voicemail? What about other electronic 
files, such as thumb drives, text messages on County 
cell phones and tablets, such as iPads? 



 Electronic Communications Privacy Act (18 U.S.C. 2510, et seq.) 
 The Electronic Communications Privacy Act (“ECPA”) addresses 

electronic surveillance of communications.  The ECPA exempts from 
liability entities that provide the service, such as employers providing 
internet or email. However, employers should be aware that 
employees may be accessing their private email accounts via the 
internet.  

 While some courts have held that the fact that employees are using 
the employer provided service constitutes implied consent to 
monitoring of use of the service, when this use extends beyond the 
employer email account to personal email, the policy should be made 
clear. One court held that "knowledge of the capability of monitoring 
alone cannot be considered implied consent." Accordingly, for an 
employer to ensure the presence of actual consent, it should prepare 
a carefully worded email Policy Statement which explains a broad 
scope of employer monitoring. 

 



 Internet and Computer Use Policy 
  Most employers have adopted internet and computer use 

policies.  These policies address acceptable use of the 
internet and address issues of harassment.  In many cases 
employees were advised that they did not have an 
expectation of privacy with respect to their use of County 
equipment.  However, many of these policies are limited to 
the internet and do not address other forms of electronic 
communications. Employees should be aware that the county 
may review without notice, information stored on:  

 



 Voicemail; 
 Both County and personal email accounts accessed via the 

County server; 
 Text messages received on County issued cell phones, tablets and 

Blackberry device (caveat: if the employee pays for any portion 
of the cell phone bill you may not be able to access such 
records);  

 All data stored on thumb drives, mass storage devices, tablets 
and laptops issued by the County; All government data stored on 
any device including any personal computers if such data was 
collected or created in the course or scope of employment; 

 Computer hard drives; and  
 Internet server.    

 
 



 Policies for Mobile Devices   
 Counties should make sure that there are appropriate policies in 

place governing appropriate use of mobile devices, including cell 
phones, tablets, and laptops.  Counties should consider adding 
language regarding the following:  

 Users are expected to adhere to the same security protocols when connected to 
non-County equipment as with the County equipment.  

 Written authorization from the County IT Director is required before any user will 
be authorized to connect to the County system using a mobile device.     

 Employees must implement a security PIN to use their smartphone or tablet 
computer.  

 Passwords that are obvious, such as nicknames, dates of birth, names of family 
members or pets, or hobbies shall not be used.  

 Passwords and other confidential, private, and non-public data are not to be 
stored on mobile devices.    

 



 Employees must agree not to disclose their PIN or passwords to anyone.  The only 
exception should be for testing by IT staff to resolve problems.  If a password is 
shared for this purpose, it shall be changed by the employee when the testing is 
completed.    

 Devices with access to County information must employ reasonable security 
measures.  

 Users shall report all lost or stolen devices with access to or containing County 
information to their Department Head and the County IT Director within one 
business day.  

 Employees, contractors, and temporary staff will follow all County-sanctioned 
data removal procedures, including physical wiping, to permanently erase County 
data from such devices once their use is no longer required or they are no longer 
employed or working for the County.  

 Language that makes clear that violations of the policy may result in discipline up 
to and including suspension or dismissal, and that violations may subject the 
violator to criminal prosecution under federal and/or state criminal and civil 
liability.   

 In addition, the County should reserve the right to limit or remove any user’s 
access to the County’s information technology systems at any time for any reason. 

 



 Passwords and other confidential, private, and non-public data are 
not to be stored on mobile devices.    

 Employees must agree not to disclose their PIN or passwords to 
anyone.  The only exception should be for testing by IT staff to 
resolve problems.  If a password is shared for this purpose, it shall 
be changed by the employee when the testing is completed.   

 Devices with access to County information must employ reasonable 
security measures. 

 Users shall report all lost or stolen devices with access to or 
containing County information to their Department Head and the 
County IT Director within one business day. 

 Employees, contractors, and temporary staff will follow all County-
sanctioned data removal procedures, including physical wiping, to 
permanently erase County data from such devices once their use is 
no longer required or they are no longer employed or working for 
the County. 



 Language that makes clear that violations of the policy may 
result in discipline up to and including suspension or dismissal, and 
that violations may subject the violator to criminal prosecution 
under federal and/or state criminal and civil liability.   

 In addition, the County should reserve the right to limit or remove 
any user’s access to the County’s information technology systems 
at any time for any reason. 

 

 Consider providing notice to employees annually of 
their obligations to ensure data security, to respond to 
requests for data, the County’s right to review and 
inspect pursuant to its policies.   

 



Internal Communications – 
 Privacy Concerns 

 Communications with Your Board 
 Private and Confidential Data 
Most communications between administrators and Board 

Members are public data and must be released upon 
request.  Each document or email should be reviewed to 
ensure that there is no private or confidential data included 
before it is released.  

 Administrators and Board Members should consider “single 
subject” emails when addressing private or confidential 
data. This minimizes the need to redact data.  Similarly, 
when replying to emails, the reply should be limited to that 
subject only.  

 



 Email Information Must Be Made Available At Board 
Meeting 
 The Department of Administration issued an opinion in July 2008 

that an email from a City Manager to Council Members the week 
prior to a meeting should have been printed and made available 
to the public at the open meeting pursuant to Section 13D.01, 
subdivision 6, as this was “printed material relating to the 
agenda” and had been distributed to all the members before the 
meeting.  Advisory Op. No. 08-015.  The information in the email 
did not contain private data.  

 

  



 Communications Amongst Staff 
 All government data is presumed to be public and may be 

subject to a MGDPA request.  Assume the data may be 
read by the subject of the data or the public.  

 Determine who should be included in email messages. 
 Consider who should be included in replies and review who 

is in fact included.  
 Begin a new email when the subject changes. 
 Determine how to store the data if it needs to be retained, 

either electronically or in printed form.  
 Ensure that communications with legal counsel are protected.  

  
 



Hypothetical 

 Two supervisors send a series of e-mails back and 
forth discussing a troublesome employee.  How 
should this information be treated? 
 



Records Retention Schedule 

 Requirement to Develop Schedule  
 It shall be the duty of the head of….the governing body of each county, municipality, and 

other subdivision of government to establish and maintain an active, continuing program 
for the economical and efficient management of the records of each agency, county, 
municipality, or other subdivision of government.  Public officials shall prepare an inclusive 
inventory of records in their custody, to which shall be attached a schedule, approved by 
the head of the governmental unit or agency having custody of the records, establishing a 
time period for the retention or disposal of  each series of  records.  

 When the schedule is unanimously approved by the records disposition panel, the head of 
the governmental unit or agency having custody of the records may dispose of the type of 
records listed in the schedule at a time and in a manner prescribed in the schedule for 
particular records which were created after the approval. A list of records disposed of 
pursuant to this subdivision shall be maintained by the governmental unit or agency. When 
records containing not public data as defined in Section 13.02, subdivision 8a, are being 
disposed of under this subdivision, the records must be destroyed in a way that prevents 
their contents from being determined.  

 See Minn. Stat. § 138.17, subd. 7 
 

https://www.revisor.leg.state.mn.us/statutes?id=13.02stat.13.02


 Records Disposition Panel 
 1. While the State does have a model records retention 

schedule for Counties, each County may modify the 
model policy or develop its own policy.  

 2. Counties must formally adopt a records retention 
schedule.  The schedule must be approved by the 
Records Disposition Panel, which is comprised of the 
attorney general, legislative auditor in the case of state 
records, state auditor in the case of local records, and 
the director of the Minnesota Historical Society.  



 Email Messages 
 Under most record 

retention schedules, email 
is considered a 
“correspondence” and must 
be retained for a minimum 
of three years.  However, if 
the content of a particular 
email or its attachments 
causes the email to fall 
under another category or 
subcategory on a record 
retention schedule, a 
county may be required to 
retain the email for longer 
than three years.  



 Voicemail Messages 
 Absent a specific reference in the records retention schedule, 

data is to be maintained and accessed by the classification of the 
data, rather than the storage media.  Therefore, if a voicemail 
message is private personnel data on Mary Smith, the content of 
that data would be subject to Section 13.43. There is no 
requirement that it be kept in electronic voicemail format, 
however.  Therefore, if the content is personnel data, it may be 
turned into a paper format.  

 There is no requirement that voicemails be kept in electronic 
voicemail format, however.  If the content is personnel data, it 
may be turned into a paper format. 

 A county may make an amendment to its records retention 
schedule to address voicemail messages to allow them to be 
deleted after they are reviewed. 

 



 Electronic Calendars, Task Lists, Cell Phones, Tablets 
 Electronic calendars, task lists, cell phones, and tablets, such as iPads, are not 

specifically referenced in the model record retention schedule for counties.  
Again, absent a specific reference in a record retention schedule, data is to be 
maintained and accessed by the classification of the data, rather than the 
storage media. 

 The Minnesota Department of Administration has opined that data in an 
employee’s appointment calendar is classified as private personnel data.  See 
Advisory Opinion No. 96-055.  That data would, therefore, be subject to 
Minnesota Statutes section 13.43 (personnel data).  However, not all data in an 
employee’s appointment calendar is personnel data.  In Advisory Opinion No. 
02-003, the Department of Administration opined that a city had to provide 
public data contained in an employee’s electronic appointment calendar, i.e., 
data that documented public business, even if those data were commingled with 
not public data.  In that case, the public data concerned discussions between a 
library director and a contractor about a possible library expansion project, 
which the employee had noted in his appointment calendar.   

 



Steps to ensure that all data responsive to a 
request is gathered: 

 Notice to all appropriate people. 
 Scope of request. 
 Electronic data. 

 
Significant problems can arise if data requested is not 
disclosed.  For example, if a subpoena is issued and all 
responsive data is not produced, the municipality will be 
in contempt and significant sanctions can be imposed.  
Helpful data may be excluded from consideration at an 
arbitration or trial if not turned over promptly.  The 
MGDPA contains civil penalties for non-compliance.  

 



Litigation Discovery Hold 

 Steps to Take Upon Notice of Litigation 
 First Step- Discussion with IT Department 

 Upon notice of a lawsuit or charge, there is an obligation to preserve all data 
that may relate to the litigants, be it an employee or other individual.  

 This obligation exists despite the existence of the records retention policy or any 
periodic or automatic document or data destruction practices the County may 
have in place. For example, if emails are automatically deleted on a specific 
schedule, the County must, upon notice of litigation, take immediate steps to 
prevent any deletion of emails related to the litigant(s).   

 No data involving the litigant(s) may be deleted from any laptops, PCs, cell 
phones, tablets, servers, cell phones, backup tapes or other storage devices.  No 
voicemail messages related to the litigant(s) may be deleted or lost due to 
automatic deletion due to storage capacity limits or a specific date being 
reached. The County must take affirmative steps to preserve all data.  
Therefore, the first step is to contact the IT department for assistance.   

 



 
 Litigation Hold Notice  

 The second step is to send a “hold 
notice” to everyone who may have 
any data, whether it be documents, 
emails, text messages, voicemail, 
data on thumb drives, entries on 
paper or electronic calendars, 
handwritten notes, reports, drafts of 
documents or any other data of any 
kind.   

 The hold notice informs the individuals 
– including board members and 
consultants, that all of this information 
must be saved in the original format 
and that they must take steps to 
preserve the data.  The hold notice 
should be sent by the County 
Attorney.   

 



 Termination of Employee 
 When an employee leaves 

under circumstances where 
further proceedings may be 
likely, a County should not 
wait until notice of a Human 
Rights charge or lawsuit 
before taking action to 
preserve records.  The 
computer of the terminated 
employee should immediately 
be reviewed by the IT 
department and a mirror 
image copy of the hard drive 
and email account of that 
employee should be secured.   



 Why Printing Data is Not Enough: 
 Metadata is “information about the information.”  Metadata may 

include a file’s name, size and creation/deletion date.  It may also 
include the source of the data, its author, the time it took to create the 
file, whether others have viewed the file, printed it, etc.  

 Printing hard copies of electronic data is not good enough once there is 
a litigation hold.  The metadata information is also important with 
respect to any type of concern regarding employee email usage.  
  

 Metadata in email shows the creation date, who it was sent to, including 
bcc recipients, when, how often it was accessed afterwards, replies, 
attachments, etc.   

 In created documents, metadata shows when the document was 
originally created, changes, how often accessed and when, 
modifications, redlines, comments that were added and deleted.  When 
a dispute arises over the authenticity of a document, this data is vital.  

 



The Federal Driver’s Privacy Protection Act 

Section 3: 



What is the Driver’s Privacy Protection Act and 
What Conduct Does it Prohibit? 

 The Driver’s Privacy Protection Act (“DPPA”) is set forth 
in federal law at 18 U.S.C. §§ 2721 through 2725.  
Section 2721 prohibits a “State department of motor 
vehicles, and any officer, employee, or contractor 
thereof” from knowingly disclosing or otherwise making 
available to any person or entity “personal 
information” or “highly restricted personal information” 
about any individual obtained by the department in 
connection with a motor vehicle record, without the 
express consent of the individual to whom such 
information applies, except in certain circumstances set 
forth in the statute.  18 U.S.C. § 2721(a).   
 



 For purposes of the DPPA, the term “person” is defined as 
“an individual, organization or entity, but does not include a 
State or agency thereof.”  18 U.S.C. § 2725(2).   

 The DPPA defines “personal information” as “information 
that identifies an individual, including an individual’s 
photograph, social security number, driver identification 
number, name, address (but not the 5-digit zip code), 
telephone number, and medical or disability information, but 
does not include information on vehicular accidents, driving 
violations, and driver’s status.”  18 U.S.C. § 2725(3).   

 The term “highly restricted personal information” is defined 
as “an individual’s photograph or image, social security 
number, medical or disability information.”  18 U.S.C. § 
2725(4).    

 



 The DPPA lists fourteen categories of 
“permissible uses” of personal 
information.  See 18 U.S.C. § 
2721(b).  One such category is “[f]or 
use by any government agency, 
including any court or law 
enforcement agency, in carrying out 
its functions, or any private person or 
entity acting on behalf of a Federal, 
State or local agency in carrying out 
its functions.”  18 U.S.C. § 
2721(b)(1).  It is not appropriate for 
County employees to access driver’s 
license information to satisfy their 
own personal curiosities regarding 
family members, friends, neighbors, 
or acquaintances.    
 



 Section 2722 of the DPPA states 
that, “[i]t shall be unlawful for 
any person knowingly to obtain 
or disclose personal information, 
from a motor vehicle record, for 
any use not permitted under 
[Section 2721(b)].”  18 U.S.C. § 
2722(a).   

 The costs of violating the DPPA 
can be extremely high.  In civil 
lawsuits where a violation of the 
DPPA is found to have occurred, 
a court may award a variety of 
damages.  Specifically, Section 
2724(b) of the DPPA states that, 
“[t]he court may award: (18 
U.S.C. § 2724(b)) 
 



 Actual damages, but not less than liquidated damages 
in the amount of $2,500.00;  

 Punitive damages upon proof of willful or reckless 
disregard of the law;  

 Reasonable attorneys’ fees and other litigation costs 
reasonably incurred; and 

 Such other preliminary and equitable relied as the 
court determines to be appropriate.   



What Steps Should Counties Take to Minimize 
Potential Liability Under the DPPA?  

 Train employees about the DPPA and its requirements. 
 Take steps to appropriately monitor employee use of 

systems such as the Minnesota Driver and Vehicle Services 
(“DVS”) database.  Supervisors should take steps to ensure 
that employees are not obtaining, using, or disclosing any 
personal information from a motor vehicle record for a 
purpose not permitted under the DPPA.   
 



 Employees who have access to 
motor vehicle records should 
be required to sign a use 
agreement, acknowledging 
that they understand the 
requirements of the DPPA and 
the potential damages for 
violation of the Act.  
Employees should also 
acknowledge that they can be 
personally held liable for 
violations of the DPPA, and 
that such liability includes 
both civil and criminal 
penalties.   
 



 
 

THANK YOU FOR ATTENDING 
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